


Under Sustained Digital Attack 
The Benelux region has entered a new and more dangerous phase of the cyber threat 

landscape. What was once a story of isolated breaches has become one of continuous, 

industrialised compromise - and the past twelve months have provided stark proof. 

In February 2026, the Netherlands suffered what many analysts consider the most 
significant cybersecurity incident in Dutch history: the breach of telecom provider Odido, 

in which the ShinyHunters group used multi-stage social engineering - impersonating 

internal ICT staff to bypass multi-factor authentication - to exfiltrate the records of 

more than 6.5 million customers and 600,000 businesses. 

In Belgium, a ransomware attack on t,;Z, Monica hospital exposed a deeper structural 

weakness: at least five Belgian hospitals were impacted through a single shared patient 

registration software supplier, with roughly 71,000 patient records surfacing on the dark 

web. These organisations were not directly hacked - they were connected to someone 

who was. 

In Luxembourg, in March 2026, attackers accessed data on state-managed devices at 

Luxembourg's central government IT centre (CTIE), prompting an emergency cabinet 

review. 

These are not outliers. They are data points on a steep upward curve. European 

organisations now face the sharpest regional growth in cyber threats globally, with 

weekly attack volumes running 58% higher than just two years ago. 

The geopolitical dimension is intensifying in parallel: Microsoft analysis shows Russian state-aligned 

cyber operations against NATO countries surged 25% in a single year, with Belgium and the 

Netherlands both ranking among the top targets. 

And CISOs face a threat environment where both the volume and the sophistication of attacks are 
compounding simultaneously - and where the average dwell time between compromise and 
detection means that, for many organisations, extraction is complete before impact is even visible. 

Conventional, human-paced defence cannot keep up with machine-paced offence. Signature-based 

tools, periodic reviews and manually triaged alerts were designed for a threat landscape that no 

longer exists. Organisations across the Benelux - from multinational headquarters and financial 

institutions to the SMEs that make up the backbone of the regional economy, and which now 

absorb the majority of attacks - must respond in kind: with Al-augmented security capabilities that 

detect anomalies in real time, correlate signals across cloud, endpoint and supply chain, and 

respond at machine speed. 

Regulatory momentum reinforces the urgency, with NIS2 obligations now being enforced across all 

three countries and cyber insurers making capabilities such as EDR, MFA and tested incident 

response plans preconditions of cover. 

This is the context in which we are convening the e-Crime and Cybersecurity Congress, Benelux: a 

dedicated regional forum bringing together the Benelux cybersecurity community - practitioners, 

decision-makers, regulators and solution providers - to confront this escalation head-on. 

The e-Crime & Cybersecurity Congress Benelux will put delegates and vendors at the centre of the region's most urgent business conversation, in front of 

an audience actively seeking the next generation of defences. The threat has been upgraded. So how will the region's defences will be upgraded to match? 

http://akjassociates.com/event/benelux AKJ Associates 






















