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Data Protection, Privacy & 
Confidentiality Leakage Risks 

Secure Al Model Development & 
MLOps Hardening 

Al-Augmented Cyber Attacks 

Human-Al Interaction & Control 
Boundaries 

Operational Resilience & Al Failure 
management 

r-
R!!gulatory Landscape, Compliance & 
Liability 

Preventing unintentional data exfiltration into LLMs. Guardrails for prompt injection, 
retention, training-data exposure and shadow Al. 

Supply-chain risks in model weights, training pipelines, and open-source components. 
Securing feature stores, model registries, datasets and automated deployment paths. 

Adapt detection and control frameworks for automated phishing, synthetic identities, 
deepfake authorisation, and other offensive Al-enabled attacks. 

Preventing automation bias, over-trust, and "rubber-stamping" of Al outputs. Designing 
human-in-the-loop vs human-on-the-loop architectures. 

Al as a potential single point of failure. Resilience testing.for autonomous agents, chain-of-
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thought suppression, fall back modes and kill-s_w_i: ~ _esi~n~ • . 
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EU Al Act high-risk controls, UK principles-bas-ed approach, US Al•EO, NIS2, DORA, GDPR. 
Mapping these into control frameworks, RCSAs,· a·nd testing cycles~:· . 
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Al-Driven Identity Security & Insider­
Threat Detection 

Al-Powered Vulnerability Discovery & 
Code Security 

Al Anti-Phishing & Social Engineering 
Defences 

Al for Supply-Chain & Dependency 
Risk 

Al-Enhanced SOC Operations 

Intelligent Threat Detection & 
Behavioural Analytics 

Models flagging impossible travel, anomalous privilege escalation, sensitive-data access, 
Al-agent misuse. Detection of compromised API keys and model-to-model interactions. 

Models that scan codebases, laC, and microservices for exploitable patterns. Al­
accelerated fuzzing and automated patch recommendation. 

Real-time detection of Al-generated phishing, deepfake voice/video attacks, and synthetic 
identities. Behavioural biometrics and intent modelling for high-risk approvals. 

Detecting malicious libraries, poisoned datasets, adversarial model weights and 
compromised training pipelines. Al-driven analysis and anomaly detection. 

Triage copilots, incident-response assistants, and automated enrichment of alerts. Natural­
language correlation across logs, chats, tickets, detections and threat intel. 













- ✓ 

Cyber-security 

We have a 25-year track record of producing 

the events cyber-security professionals take 

seriously 

Risk Management 

We attract senior risk officers with 

responsibility for information risk 

assessment and mitigation 

Fraud, Audit, Compliance 

We provide the go-to events for fraud 

prevention and compliance owners at the 

world's key corporates 

Data Protection & privacy 

We are a key venue for decision-makers 

with budget and purchasing 

authority 
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