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Strategic Sponsor ¢¢ Thoroughly enjoyed the Summit.
Very informative and useful. Was
great to see so much input from my
colleagues at NHS-E and of course
the inimitable Andy Evans. As
erudite, concise and relevant as
ever! | would happily recommend
future events like this to my peers
and colleagues. 27

Cyber Security Manager,
Wirral University Teaching Hospital

¢¢ The Securing Healthcare summit
was really good. Did like the
presentations and discussions all of
them. Phil’s presentation of
resilience and agility in NHS was
useful. But overall brilliant speakers
and good topics discussed. ??

IT Security Specialist,
NHS Counter Fraud Authority
(NHSCFA)

¢¢ Thanks for organising the
Summit. There were some great

insights and a lot of useful
information. It's really good to hold a
virtual event as | am not sure | would

be allowed to travel. 79

Cyber Security Architect,
Bupa Global
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Key themes

Getting better at "basic’ cyberhygiene

The importance of awareness

Defending against the latest ransomware variants
Upgrading Incident Response

The role of threat intelligence in security

Identity is essential

Who attended?

Cyber-security

We have a 20-year track record of producing
the events cyber-security professionals take
seriously

Risk Management

We attract senior risk officers with
responsibility for information risk
assessment and mitigation

Fraud, Audit, Compliance

We provide the go-to events for fraud
prevention and compliance owners at the
world'’s key corporates

Data Protection & privacy
We are a key venue for decision-makers
with budget and purchasing authority

Andy Evans,
Former Chief Cyber Security Officer
NHS Birmingham and Solihull

Gill Fenney,
Head of IT Risk Governance
Bupa

Michelle Corrigan,
Programme Director for Better Security
Better Care

Mike Fell OBE,
Director of National Cyber Operations
NHS England

Patrick Maw,
Medical Device Integration
and Cybersecurity
University College London Hospitals
NHS Foundation Trust

Phil Huggins,
National CISO, Health & Social Care
NHS England

Mark Logsdon, CISO
NHS England

Rob Fox-River,
Director,
UK Healthcare Cyber Lead
EY

Will Hodson,
Cyber Analyst
CFC



POST-EVENT REPORT: Securing Healthcare | 21° May 2024 | Online

Agenda

09:25
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09:50

10:10

10:35
10:40

11:15

11:40

12:00
12:05

12:20

12:40
12:45

Chair's welcome

Annual check-up - taking the pulse of cyber in the NHS

Mike Fell OBE, Director of National Cyber Operations, NHS England

e The criticality of cyber as a patient safety issue
e Cyber strategy in health to 2030
e Lessons we learn from monitoring and defending one of the largest IT ecosystems in the UK

Andy Evans, Former Chief Cyber Security Officer, NHS Birmingham and Solihull

The oncoming storm: So what?

e Moving from IT to OT — how this has changed the landscape of the cyberthreats within hospitals and healthcare
e |OT devices — how new age challenges leave these vulnerable to organisations
e How asset visibility is vital to both cyber and operational efficiency

FIRESIDE CHAT | Getting cybersecurity governance right

Gill Fenney, Head of IT Risk Governance, Bupa

e How does IT risk governance contribute to Bupa's overall cybersecurity strategy and protection of sensitive
healthcare data?

e How does IT risk governance help in identifying, prioritising, and managing cybersecurity risks effectively?

e How does Bupa integrate its IT risk governance practices with cybersecurity frameworks to ensure compliance and
data protection?

e \What are the benefits of aligning IT risk governance practices with cybersecurity objectives for organisations?

e How does the involvement of senior management and board of directors enhance IT risk governance practices in the
context of cybersecurity?

Comfort break

FIRESIDE CHAT | Resilience and agility in a modern health service

Phil Huggins, National CISO, Health & Social Care

Mark Logsdon, CISO, NHS England

e The importance of resilience and how to embrace it throughout the organisation
e Preparing early for the quantum era

e Improving innovation and agility with a neurodiverse workforce

Cyber-insurance for healthcare organisations — claims trends and insights

Will Hodson, Cyber Analyst, CFC

e A breakdown of cyberclaims in the healthcare sector
e Shedding light on risks and ways to mitigate them

e Enhancing your organisation’s insurability

Transforming cyber-awareness in a complex system

Michelle Corrigan, Programme Director for Better Security, Better Care

Why cybersecurity is essential for the effective integration of health and social care

e Setting a baseline for cybermaturity across a complex sector

e How do you transform cyber which is a technical discipline across a non technical care workforce
e \What's next for cyber in social care

Comfort break

Securing connected medical devices: Overcoming cyber-threats

Patrick Maw, Medical Device Integration and Cybersecurity, University College London Hospitals NHS Foundation Trust
e Navigating regulations

e Classification of cyberrisk

e Networking medical devices

e Transition to new EHRS

Cybersecurity as an enabler in healthcare

Rob Fox-River, Director, UK Healthcare Cyber Lead, EY

e Cyberparadigms and trends: what we are seeing in the healthcare sector
e A classic double act: how Al & cyber is like Hans Solo & Chewbacca
e To infinity and beyond? Where might we go from here...

Chair’s closing remarks

Conference close



