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Re-engineering the SOC: The problem of alert overload

Streamlining tools and information: focus on insight
From awareness to behaviour

Re-thinking email and messaging: is there a better way?
Fixing cloud configuration

Solutions for CISO burnout
Cyber-security
We have a 15-year track record of producing

the events cyber-security professionals take
seriously

Risk Management

We attract senior risk officers with
responsibility for information risk
assessment and mitigation

Fraud, Audit, Compliance

We provide the go-to events for fraud
prevention and compliance owners at the
world's key corporates

Data Protection & privacy
We are a key venue for decision-makers
with budget and purchasing authority
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08:30 | Registration and networking break
09:20 | Chairman'’s welcome

(G GRC for cybersecurity: How does this work in practice?

lan Dalby, Global Senior Manager GRC Technical Controls, Dentons

e Understand why GRC is more than a tick-box compliance activity

e Recognise how your different security teams may be working in conflict (and how to align these)

e \What are the different types of GRC for cyber and what dimensions of cyberrisk should you be managing
e Understand the key steps for an effective approach for starting or enhancing your cyber GRC capability

(:RJ'B Unleashing the power of the Private Content Network (PCN): Strengthening privacy and risk mitigation in the

legal sector

Danielle Kinsella, Director Sales Engineering, EMEA, Kiteworks, and

Scott Chenery, Regional Manager, UK & Ireland, Kiteworks

e A deep dive into the PCN: Your strategic asset for privacy protection

e Addressing the elephant in the room: Data movement and associated risks
e Constructing a robust PCN for advanced risk management in law

e Applying PCN in legal environments: Real-world case studies

e |Leveraging iManage for enhanced PCN effectiveness

10V [ From strength to success: Creating a winning security team for a competitive edge

Ryan Virani, Head of UK&I — Cybersecurity Recruitment, Adeptis Group
e Current market trends

e |s there really a skills shortage?

Why do people leave their roles?

e Are you being paid and paying enough?

e |roning out the challenges in your search process

e Retention and upskilling

<]/l Staying ahead of the cybersecurity curve in an unpredictable digital world

Etienne Greeff, CEO, Flow

In this presentation, Flow will look at:

e The scourge of ransomware

e \Why despite our best efforts and investments in technology, cybercriminals still succeed
e \What you can do to defend your business against these bandits

VRV The insider threat-risk landscape!

Noha Amin, Head of Information and Cybersecurity, TLT LLP
e Types of insider threats

e How to detect?

e Threat indicators

e |nsider threat response plan

11:10 | Networking break

11:40 Tales from the coalface - challenges of securing law firms and managing breaches

Eleanor Ludlam, Partner — Cyber, Privacy and Technology Litigation, Pinsent Masons (Moderator);

Martyn Styles, Head of Information Security, Bird & Bird LLP;

Christian Toon, Head of Cyber Professional Services, Pinsent Masons;

Olly Burnand, Senior Associate — Cybersecurity, S-RM,;

Allan Campbell, CISO, Withersworldwide

e New threats on the cyberlandscape — data exfiltration with no malware, processor breaches and resulting due diligence
needs, software vulnerabilities and more

e Experiences of responding to law firm breaches — challenges and lessons learned

¢ \What does best practice look like for law firms
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The purpose of endpoint security: Stopping cyber-threats or making you feel good?

Eoin Mcgrath, Solutions Engineer, ThreatLocker

e The current marketplace is filled with numerous security vendors, which can be overwhelming
e Many options can distract individuals with the latest, greatest, shiny tools

e Seamus Lennon offers a deep dive into the purpose of cybersecurity

e The purpose of cybersecurity can be utilised to gain operational advantages

e Attendees will learn how to leverage cybersecurity for their operational benefit today

Education Seminars

Hoxhunt Illumio
My experiences of reporting to board From digital laggard to cybersecurity leader
Petri Kuivala, Strategic Advisor, Hoxhunt Raghu Nandakumara, Senior Director — Solution

Marketing, lllumio
Lunch and networking break

How secure is new legal technology?

Jonathan Freedman, Head of Technology & Security, Howard Kennedy

e The drive for process efficiency is putting ever more sensitive data into on prem and cloud applications and giving
access to that data to more people in more places

e The use of web browser interfaces is common. This creates both security and resilience risks

e How can CISOs prove that they are on top of those risks?

Can you predict insider data loss before it happens?

Khalid Khan, Cyber Security Strategist, Forcepoint

e \Why meaningful visibility into user behaviour is essential to prevent data breaches

e Understand how to minimise false positives with a graduated approach to policy enforcement
¢ |nvestigate risk from insiders with efficiency and ease

e How adaptive user protection can be used to increase employee productivity

Are you exposed?

Richard Ford, Chief Technology Officer, Integrity360

e Your security posture is only as good as the last time it was tested — will it protect you when you need it?
e Real world industry-relevant case study: those that have got it wrong, and how
e Prevention is better than cure: steps to manage modern threat exposure

The challenges and opportunity of Al and LLMs
Jas Bassi, Head of Solutions Delivery, Gateley Legal (Moderator);
Jonathan Freedman, Head of Technology & Security, Howard Kennedy

e Using Al/LLMs to analyse alerts/alleviate analyst fatigue

e Al analysis to explain the behaviour of potentially malicious scripts, and better detect which scripts are actually threats
e How hackers can use Al to phish us better — and what to do about it

e Practical versus theory: how law firms are evaluating Al/LLMs today

Networking break

Senior leadership discussion

Peter Smith, CISO, Allica Bank;

Guillaume Ehny, CISO, Kroo;

Jill Robertson, Head of Information Security Change, Metro Bank;

Matt Adams, Security Architect, Santander

e |ntegrating cybersecurity into wider enterprise risk management frameworks

e Becoming a more strategic partner to the business

e Building resilience against third-party security threats

e \Web 3.0 and the next generation of the internet: securing new technologies and services

Chairman’s close
Drinks reception

Conference close
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Hoxhunt Join Petri Kuivala from Hoxhunt as they share their experiences on:

My experiences of reporting .

Elaborating their journey of establishing a board reporting about cybersecurity and
to board

challenges on the way

Petri Kuivala, Strategic Advisor, | ® VVhatdid a success look like a few years back?

Hoxhunt e \What would Petri do now if he would start again?

e How to build the ‘people part’ of the reporting in a realisable manner on top of the real
measurable results

lHlumio The need for legal organisations to transform was driven by the pandemic with the adoption
of new applications and automation. The challenge is delivering cyberresilience as the
criminal gangs have transformed the way they operate, improving their evasion techniques
for detection products and targeting critical infrastructure.

From digital laggard to
cybersecurity leader

Raghu Nandakumara, Senior
Director — Solution Marketing, In this session, you will learn:
[llumio
e \Why adopting Zero Trust segmentation is a simple way to deliver a structured approach
to security
e About some of the risks and an effective approach to identifying them through deploying
preventive measures to contain an attack
e And how to limit the overall spread of ransomware and breaches



