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Who attended?

Risk Management 
We attract senior risk officers with 
responsibility for information risk 

assessment and mitigation

Fraud, Audit, Compliance 
We provide the go-to events for fraud 

prevention and compliance owners at the 

world’s key corporates

Data Protection & privacy 
We are a key venue for decision-makers 

with budget and purchasing authority

Cyber-security 
We have a 20-year track record of producing 

the events cyber-security professionals take 

seriously

Hans Allnutt, Partner, DAC Beachcroft 

Mark Ampleford, Managing Director, 
Barclay Simpson 

Dean Armstrong QC, Head of 
Chambers, The 36 Group 

Brett Ayres, Services Director, Teneo 

Allan Campbell, CISO, 
Withersworldwide 

Ian Dalby, Global Information Security & 
Governance Manager, Dentons 

Steve Davies, Senior Manager – Cyber 
Security, DLA Piper 

Sue Diver, Head of Information 
Governance, Simmons & Simmons 

Mike Duff, CSO, Harneys 

Mark Forrest, CEO, Cryptshare 

Jonathan Freedman, Head of Technology 
& Security, Howard Kennedy 

Dougie Grant,  
Senior Incident Coordinator,  

National Cyber Security Centre 

Tanya Gross, Senior Managing Director – 
Cybersecurity, Data Analytics & 

eDiscovery, Ankura 

Nathan Hayes, IT Director,  
Osborne Clarke 

Karen Jacks, CTO, Bird & Bird 

Mark Jones, CISO, Allen & Overy 

Rhiannon Jones, Director, UK Data 
Protection & Privacy Lead, EY 

Mark Lendon, Senior Vice President, 
Egress 

Erez Liebermann, Data Solutions,  
Cyber and Privacy Co-Chair and Partner, 

Linklaters 

Mariana Pereira, Director of Email 
Security Products, Darktrace 

Brett Raybould, EMEA Solutions 
Architect, Menlo Security 

Ryan Rubin, Senior Managing Director – 
Cybersecurity, Digital Forensics and 

Incident Response,  
Ankura 

Geoff Russell, Head of Litigation, 
Nottinghamshire County Council 

Steve Sandford, Senior Director – 
Cybersecurity, Digital Forensics and 

Incident Response, Ankura 

Mike Schuricht, SVP Product, Bitglass 

Ben Sigler, Partner, Stephenson 
Harwood LLP 

Jason Steer, Director of EMEA Presales, 
Recorded Future

Key themes

Cybersecurity priorities for hybrid working

Pass the audit or lose the business?

The need for more proactive security

More for less – getting smart with cybersecurity budgets

Are criminals winning the ransomware war?

Getting cloud migration right

Speakers
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Agenda

08:00 Login and networking

08:50 Chairman’s welcome

09:00 EXECUTIVE PANEL DISCUSSION Legal security leaders

Ian Dalby, Global Information Security & Governance Manager, Dentons 
Allan Campbell, CISO, Withersworldwide 
Nathan Hayes, IT Director, Osborne Clarke 
Mark Jones, CISO, Allen & Overy 
• Securing the future of hybrid working 
• The challenges of Chambers – your new weakest link? 
• Making ransomware manageable

09:30 Passing the cybersecurity bar: Securing sensitive data with self-learning AI

Mariana Pereira, Director of Email Security Products, Darktrace 
• How can the legal sector protect large volumes of sensitive data, in the face of double extortion ransomware? 
• How is self-learning AI thwarting fast-moving threats – from zero-day exploits on IoT devices, to account compromise on cloud and SaaS 

platforms – before they can do damage? 
• Real world examples of attacks on legal firms that have been neutralised by self-learning AI

09:50 How to increase incident response efficiency with security intelligence

Jason Steer, Director of EMEA Presales, Recorded Future 
• Learn why incident response teams are overwhelmed with too many events to analyse every day 
• Working on the front lines of cyber-defence require security intelligence to help cut through the noise and respond quickly to ‘real’ threats 
• Understand why intelligence needs to embedded into your tools and workflows to save time

10:10 Outside the ivory tower: How security teams can support radical change & digital transformation

Steve Davies, Senior Manager – Cyber Security, DLA Piper 
• Revisiting where security lives & reinforcing partnerships across the business 
• Challenging long established beliefs around risk to provide aircover for innovation 
• Reshaping the security team to better support rapid and radical change 
• Switching from a ‘No’ to a ‘Yes, here’s how’ culture 
• Modernising compliance & assurance

10:25 Education Seminars | Session 1                                                                                                                                                                                     

Bitglass 

Implementing ZTNA with the Bitglass Platform 

Mike Schuricht, SVP Product, Bitglass

Cryptshare 

Secure all the way. How legal firms safeguard their 

communications cost-effectively! 

Mark Forrest, CEO, Cryptshare, and  
Geoff Russell, Head of Litigation, Nottinghamshire County Council

10:55 Networking and refreshments

11:25 Responding to ransomware: a view from the inside

Hans Allnutt, Partner, DAC Beachcroft 
Drawing upon experience from responding to hundreds of cyber-incidents and data breaches, we will explore the critical actions and decisions that 
a law firm should consider in the initial stage of responding to a ransomware incident, covering: 
• Step-by-step of a tried and tested response plan 
• What internal functions should be involved and external support may be needed? 
• What lessons can be learnt from others’ mistakes? 
• What role can insurance play?

11:45 Security designed for today’s digital law firm

Brett Raybould, EMEA Solutions Architect, Menlo Security 
• Practical optimisation of security operations for a distributed workforce 
• Examples of proactive attack prevention to support digital innovation and efficiency and reduce human error 
• The benefits of securing all internet and email exchange at speed and scale 
• The value of zero trust in preventing ransomware attacks 
• Evolving sustainable Data Loss Prevention (DLP) strategy and execution for the cloud

12:05 Practical steps to diversity and inclusion in cybersecurity for law firms

Karen Jacks, CTO, Bird & Bird 
• What’s wrong with the current structure? 
• Practical steps to improvement and making a change 
• What the future will look like and why it will be better for business
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Agenda

12:25 Education Seminars | Session 2                                                                                                                                                                                     

Ankura 

Strengthening weak links in the supply chain 

Ryan Rubin, Senior Managing Director – Cybersecurity, Digital Forensics 
and Incident Response, Tanya Gross, Senior Managing Director – 
Cybersecurity, Data Analytics & eDiscovery, and Steve Sandford, Senior 
Director – Cybersecurity, Digital Forensics and Incident Response, Ankura

Egress 

Trading on trust: How Harneys are using email to protect client 

data and revenue generation 

Mike Duff, CSO, Harneys, and  
Mark Lendon, Senior Vice President, Egress

12:55 Lunch and networking break

13:55 EXECUTIVE PANEL DISCUSSION Lessons in legal cloud migration

Sue Diver, Head of Information Governance, Simmons & Simmons 
Steve Davies, Senior Manager – Cyber Security, DLA Piper 
Rhiannon Jones, Director, UK Data Protection & Privacy Lead, EY 
Jonathan Freedman, Head of Technology & Security, Howard Kennedy 
• Accepting the inevitable: enabling Cloud for the business 
• Avoiding pitfalls – obvious and not so obvious 
• What to do when Cloud is not the answer

14:20 Security 2021: The perfect storm?

Brett Ayres, Services Director, Teneo 
• Already prime targets for hackers, today many law firms face a perfect storm when attempting to secure their digital assets and working 

practices as they transition back from fully remote working 
• Mega trends, such as the changing threat landscape, digital business needs, widening attack surfaces and converging architectures are putting 

additional pressure on security teams 
• And that’s not to mention the mental health epidemic that’s sweeping the globe, which research suggests has left IT professionals feeling 

stressed, overwhelmed, overworked and frustrated 
• So, how can law firms remain secure affordably in today’s Work From Anywhere environment? What about the technology convergence of 

SASE, Zero Trust, SD-WAN and Anywhere Operations?

14:40 Third parties and law firms: Your real exposure

Erez Liebermann, Data Solutions, Cyber and Privacy Co-Chair and Partner, Linklaters 
• What can a law firm do with respect to vetting third parties in the cyber realm? 
• Incident response and third parties: do you have any leverage? 
• Liabilities stemming from third-party failures 
• The third parties that are on your side: working with these vendors

15:05 The hidden cyber-traps of the flexible workplace – law firms beware

Dean Armstrong QC, Head of Chambers, The 36 Group 
• Is your firm’s security enough? 
• Is it ever safe for lawyers to use personal devices for work? 
• The future: sophistication of attacks and attackers and enhanced obligations on legal professionals 
• Not someone else’s problem, the significance of reputational damage for a breached law firm

15:30 Networking and refreshments

16:00 Delegates will be able to choose from the following topics:

We have been breached! … How bad is it? Cybersecurity: an overview of the applicable legal framework 

Dougie Grant, Senior Incident Coordinator, National Cyber Security Centre 
• What is the problem? – Evolving cyber-threat and the growth of ransomware 
• What can happen? – The impact & consequences – case studies 
• Shall I pay the extortion demand? – To pay or not to pay? Advantages  

and consequences 
• What do we do? – The protective and response required 
• Who do I go to for help? – The UK response; who can help

Ben Sigler, Partner, Stephenson Harwood LLP 
• The UK legal framework in respect of cybersecurity generally 
• The UK legal framework applicable to legal services providers 
• What are ‘appropriate technical and organisational measures 

to ensure a level of security appropriate to the risk’?

16:20 Delegates will be able to choose from the following topics: 

Securing the right team Ransomware 

Mark Ampleford, Managing Director, Barclay Simpson 
• The market: the real data 
• What are you worth and how to add value? 
• The secret to getting the right team

Fireside chat with Nathan Hayes, IT Director, Osborne Clarke 
• Getting ‘basic’ cyber-hygiene right 
• The role of threat intelligence in ransomware defence 
• The changing face of ransomware insurance

16:40 Closing remarks and final networking break

17:00 Conference close
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Education Seminars

Ankura 

Strengthening weak links in 

the supply chain 

Ryan Rubin, Senior Managing 
Director – Cybersecurity, Digital 
Forensics and Incident 
Response, Tanya Gross, Senior 
Managing Director – 
Cybersecurity, Data Analytics & 
eDiscovery, and  
Steve Sandford, Senior 
Director – Cybersecurity, Digital 
Forensics and Incident 
Response, Ankura

Securing the extended enterprise remains a challenge. In 2021, we see examples of how 
cyber-exposures at suppliers have significantly impacted companies in the legal sector. The 
key question is what else can law firms be doing to reduce risks related to their supply chain. 
Join Ankura experts in this presentation as we discuss several challenges including 
traditional questionnaires and audits, lack of visibility and shadow practices and introduce 
some practical strategies to help further manage incident response and third-party risk. 

•    Prioritising and triaging dependencies on third parties 
•    Challenges of the CISO day job 
•    ‘Back to basics’ – risk-based third-party assurance programmes 
•   Use of OSINT and threat intelligence for an ‘outside in perspective’ 
•    Data governance tactics & techniques

Bitglass 

Implementing ZTNA with the 

Bitglass Platform 

Mike Schuricht, SVP Product, 
Bitglass

Hear about Bitglass’ Zero Trust Network Access (ZTNA) product vision and how its 
integration into a single platform can simplify SASE while improving overall functionality. This 
session will include a deep dive into the core technology principles of zero-trust network 
access and how it can be applied in practice by leading security teams. 

•    Find out what is ZTNA and how it has developed 
•    How can you benefit from using single SASE platform to secure your cloud applications? 
•    See practice examples of securing your cloud applications

Cryptshare 

Secure all the way. How legal 

firms safeguard their 

communications cost-

effectively! 

Mark Forrest, CEO, 
Cryptshare, and Geoff Russell, 

Head of Litigation, 
Nottinghamshire County 
Council

Do you want to know how technology can be used to overcome the challenges of cost, 
complexity, and time to ensure crucial security for digital communication? In this interactive 
Q&A webinar, Geoff Russell (Head of Litigation at Nottinghamshire County Council) will 
answer questions and discuss how your organisation can successfully transition to a 
paperless office. 

•    Paperless office at Nottinghamshire County Council 
•    Overcoming challenges of implementing a digital office 
•    How to save money and resources at the same time 
•   How to increase user acceptance in digital communication

Egress 

Trading on trust: How 

Harneys are using email to 

protect client data and 

revenue generation 

Mike Duff, CSO, Harneys, and 
Mark Lendon, Senior Vice 
President, Egress

Email is the pillar the ‘always-on’ legal industry has built client communication on while 
entire firms continue to work remotely. 91% of legal professionals say the pandemic has 
increased their reliance on email – and not just during the working day. 93% say they use a 
mobile device to email out of hours, with 69% acknowledging they feel pressured to reply to 
emails as quickly as possible. 

In direct correlation, 90% of law firms report they’ve experienced an email data breach in the 
last 12 months, leading to increased pressure for 62% firms to provide assurance to their 
clients that confidentiality can be protected on email. 

Join this webinar to hear Mike Duff, CSO at Harneys, discuss the pivotal role of email for law 
firms during the pandemic and the security risks this has created. In conversation with Mark 
Lendon, Senior VP of Sales at Egress, Mike will also examine how law firms can use 
intelligent technology to take their email security strategy from reactive to proactive and 
provide a differentiating service to clients that protects revenue streams. 

•    The role of email for modern law firms 
•    The COVID-19 catalyst for remote working in legal 
•    Overview of email security risks for law firms 
•    How email security investments act as a revenue protector 
•    The need for intelligent email DLP for law firms to protect client confidentiality on email


