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Has ransomware changed the rules of cyberwarfare?
With hackers picking off targets at will, and nation-state involvement blurry, what next for CISOs and government?

https://akjassociates.com/event/nordics A KJ ASSOCi ates
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Time for a co-ordinated global response? And what about CISOs?

Coop Sweden probably didn’t expect the Kaseya ransomware attack to affect it,
since it had no direct dealings with the Florida-based IT company. However, just a
couple of days since news of the attack broke, the company had to close more
than half of its 800 stores after point-of-sale tills and self-service checkouts
stopped working.

The supermarket was not itself targeted by hackers - but MSPs which use
Kaseya's VSA platform to manage IT infrastructure for their own customers were.
This allowed the hackers to potentially reach thousands of companies across the
globe. In the case of Coop Sweden the hackers attacked a service provider
responsible for billing and point-of-sale systems. One consequence of the
infection was that retailers could not charge their customers.

The likely source of the attack was the Russia-linked REvil ransomware which
deployed a version of the REvil ransomware to some of Kaseya’s customers,
disguised as an update to the firm’s VSA software, in a two-stage attack via
updates reminiscent of the recent Sunburst/Solarwinds attack. Last month, the
FBI blamed the same group for paralyzing the meat packer JBS.

The sophistication of these ransomware attacks is worrying, particularly
since many companies struggle with traditional, unsophisticated
ransomware delivered by email. The continuing global impact of
ransomware suggests that things will get worse before they get better. If
indeed they get better.

The fact that some level of state tolerance, if not actual support, is clearly
involved, is also, finally, beginning to be recognised as a gamechanger. No
less a figure than US President Joe Biden responded to the Kaseya attack by
directing US intelligence agencies to investigate. This is an indication that
governments are starting to realise that leaving cybersecurity to the private
sector may not be enough.

So, what do CISOs in businesses and other types of organisation need from
governments to help them reach at least a stalemate in the guerrilla war
against the hackers? What role do the critical providers of core
infrastructure, both hardware and software, play in building an alliance
against cyber-criminality? And what can CISOs do better to help
themselves?

The 6" e-Crime & Cybersecurity Congress Nordics will take place online and will look at how cybersecurity teams are tackling the new normal.
Join our real-life case studies and in-depth technical sessions from the security and privacy teams behind some of the world’s most admired brands.

AKJ Associates
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Are criminals winning the

ransomware war?

Ransomware tests every part of your
cybersecurity infrastructure from awareness
to endpoint protection to patching to phishing
defences. Some attacks are sophisticated, but
most rely on traditional methods and vectors.
So why is it so hard to beat them? Is Al or zero

trust or something else the answer?

Securing the citizen

The COVID era demands unprecedented
levels of citizen engagement. Compromises
are inevitable to ensure the safety of all. But
the systems required to provide safety also
create a huge data security and privacy
challenge for both governments and
employers alike. Can solution providers help?

https://akjassociates.com/event/nordics

Key Themes

Securing critical national
infrastructure

Critical national infrastructure is being
brought to its knees by successful attacks,
harming organizations, supply chains and the
public. Resourcing and senior management
commitment are important but what can
CISOs do to ensure the resilience of critical

national infrastructure?

Getting Cloud migration right
Migrating to the cloud is a priority. But, if not
properly managed, cloud migrations result in
extra complexity and risk. So how can firms
assess cloud readiness, plan and execute
migrations and establish comprehensive cloud
governance? Can you help them transition
smoothly and securely to the Cloud?

AKJ Associates

Security on a budget: protecting
health and education

Healthcare and Education are just two sectors
that have been constantly barraged with
attacks across the last 12 months. These
sectors contain vast amounts of data and can
be brought to a standstill through a successful
attack. What can security teams in key

sectors do to improve resilience?

Securing digital currencies

The move towards non-cash payment methods
during the crisis has been extreme and looks
irreversible. In addition, many more
governments are now looking at developing
their own digital currencies. So how do we go
about securing a world in which most, perhaps
all, payments are digital?
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Cybersecurity for

business resilience

The FCA’s PS21/3 and the EU’s DORA are key
steps to ensuring there is regulatory control
over operational resilience. US President Joe
Biden has also committed to regulating
cybersecurity in critical sectors. But with
attacks on the rise, can we expect further
regulation from the UK and elsewhere?

Doing the basics better

As businesses continue to grow and scale to
fit the post pandemic environments, security
teams must remain vigilant regarding cyber
hygiene. Email is still the key vector. Patching
matters. MFA is essential. And now just as
ever, back-ups are non-negotiable. How can
security teams remain vigilant when
ensuring cyber hygiene.

https://akjassociates.com/event/nordics

Key Themes

Securing the enterprise of
sensors

Any firm with a manufacturing operation or a
supply chain is already hugely exposed to the
loT. From manufacturing, to logistics to
services, this is just the beginning. With so
much data flowing from sensors and legacy
control systems outside normal networks,

how does security work?

Securing email — again
Scammers posing as helpdesks, malware
embedded in pandemic-related documents
that seem to come from government, health
or aid organisations, overloaded employees
more likely to accidentally open dangerous
attachments: does email security need to be
ramped up even if it impacts business
continuity? Are there other solutions?

AKJ Associates

Securing the return from
home to the office

We may not be returning to a fully office-
based world, but there is little doubt that
companies in all sectors want employees to
be working more in the office than they are
right now. Securing that transition, and the
fluid and uncertain environment it creates, is

the next challenge for CISOs. Can you help?

Getting smart with security budgets
Affordability and value for money are as

important in cybersecurity as they are in any

other service sector. And those allocating

budget to cyber need to understand ROI. So,

while new technologies like XDR and new
philosophies like ZTNA and SASE sound good

in theory, can they demonstrate value and
practicality?
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Why AKJ Associates?

A History of
Delivery

For more than 20 years, AKJ Associates
have been running been the world’s most
sophisticated closed-door meeting places
for senior cyber-security professionals from
government, law enforcement, intelligence
and business.

For example, our annual London-based
e-Crime Congress is still the largest
invitation-only, Chatham House rules,
gathering of the most senior information
risk and security professionals from business
and government in the world.

The UK Home Office sponsored the public
sector delegation from 40 countries in 2002
and we are delighted to say they still do
today.

https://akjassociates.com/event/nordics

Global
Engagement

We have run hundreds of events in the UK,
across Europe, the Middle East and Asia,
attracting tens of thousands of delegates in
cybersecurity, data security and privacy.

These delegates range from C-suite ClOs,
CTOs, CROs and C(1)SOs, to heads of
enterprise architecture, desktop and
network. They encompass all the senior
professionals whose input drives security
and privacy solution purchase decisions.

And as well as cross-sector events for both
private and public sector, we also design
and deliver sector-specific conferences for
high-value, high-sophistication sectors
including the legal sector, financial services
and gambling and gaming.

Unrivalled
Relationships

Events like this have enabled us to build
relationships of trust with the most
influential decision-makers at the full
spectrum of public and private sector
organisations in the UK, Europe, Asia and
the Middle East.

By providing this audience with valuable
insights and business intelligence over the
past 20 years, we have built up the world’s
most significant community of
professionals in cybersecurity.

We use this to develop new events; to
conduct research to understand what
cybersecurity professionals are doing,
thinking and buying; and to market our
conferences and other services.

AKJ Associates

Smart Lead
Generation

We have also developed and trained one
of the most effective marketing and
telemarketing operations in the
cybersecurity space.

Our in-depth knowledge of the
marketplace allows us to design
marketing outreach that consistently
delivers the best audiences for the
providers of critical cybersecurity
infrastructure and solutions.

We connect vendors directly with B2B
decision-makers. By combining
unrivalled reach, deep knowledge of
specialist markets and sophisticated
marketing we engage buyers to deliver
real results.



Why the e-Crime & Cybersecurity Congress Virtual Series?

The problem: end-user needs are rising,
solution providers’ too

Our end-user community is telling us
that they face a host of new threats in
this new environment, to add to their
existing challenges.

Remote working, an increased reliance
on Cloud and SaaS products, and the
leveraging of COVID-19 in phishing,
malware and other malicious attack, are
all putting organisations across the world
under even more strain. They need
cybersecurity products and services that
can solve these issues.

We also know that our vendor partners
and community have to continue
building pipeline and creating
commercial opportunities. They can’t
just stop. And self-run webinars cannot
replace everything.

https://akjassociates.com/event/nordics

Therefore, in response to many requests
from our loyal end-user community for
us to continue to deliver best practice
advice and to give them the up-to-date
technical case studies and content they
need to cope in the current
environment, we will be adding to our
traditional physical service offering.

The e-Crime & Cybersecurity Congress
Virtual Series will offer virtual versions of
our key upcoming events and will deliver
the same opportunities for lead
generation and market engagement.

Maintaining the ethos, and mimicking
the best features of, our physical events
we will continue to offer unrivalled
partnership opportunities to
cybersecurity vendors looking to sell

AKJ Associates

Help Desk

Chat Lounge

Welcome to the

e-Crime & Cybersecurity

Nordics Congress!

e-crime &

cybersecurity
NORDICS

Prize Draws
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AKJ’s e-Crime Congress Virtual Series In addition, there are opportunities for
events replicate all of the key features of interactivity during both plenary

our physical events, preserving all the presentations and Education Seminars,
key engagement and lead-generation and using smart gamification tools we
opportunities sponsors have come to can help ensure sticky engagement with
know and expect: content during the day.

Welcome to the

Lounge
Join a chat here =

* Lobbies with extensive sponsor

Events run in real time using pre-

slgnage recorded presentations. They cannot be =t

* Opportunities for sponsors and end- re-run or downloaded unless sponsors E
users to deliver plenary presentations and / or end-users agree for their =
to all registered attendees content to be used in that way.

* The chance to provide in-depth

j i ) _ They are open only to pre-registered,
Education Seminar sessions in breaks

] vetted registrants to ensure only the . * Resource
et pllenary Sessions highest quality decision-makers can LiBtary |
* Exhibition booths that can contain attend.
video, text, PDF and live chat
resources And we deliver the same level of

delegate information to our sponsors as

* Extensive networking opportunities they expect from physical events.
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Delivering your message direct to decision-makers

Plenary Speakers

Just as with a physical event, the e-Crime
Congress Virtual Series events follow a real-
time linear track in which presenters deliver
their content to registered attendees.

These presentations are pre-recorded by
the speakers and can contain exactly the
same mix of slides, graphics, video and
speech as would be included in a physical
presentation.

https://akjassociates.com/event/nordics

While each presentation is running, a live,
moderated chat allows those watching the
presentation to interact with each other
and with the speaker(s).

Speakers can take questions, elaborate on
points made in the presentation and
organise to discuss details further with
attendees offline, at their booths or in the
networking lounge.

e-crime &
cybersecurity
ING R

e-crime &
cybersecurity
NORDICS)

Education Seminars

At pre-defined points in the day, attendees
will be notified that the main plenary
sessions are making way for a series of in-
depth technical break-outs.

This Education Seminars are effectively pre-
recorded webinars in which vendors deep-
dive into a topical problem, technology or
solution. Created by the sponsor team,
these Seminars run simultaneously, just as

Keynote presentations
Filter By. |All
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they do in our physical event. Attendees
choose which session to attend and, again,
each Seminar is accompanied by a
moderated, live chat in which the Seminar
presenter(s) can take questions from those
watching the presentation.

At the end of the Seminar, attendees are
notified that Networking time is now

available before the next Plenary session.

fe spending on information security produdts and senvices exceeds more than $1008 annual
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Your team and your resources available in real-time

Exhibition Booths

Sponsor packages that contain a Virtual
Booth allow vendors to interact with
attendees in the virtual Exhibition Hall. This
can be accessed in a number of different
ways including via a floorplan, logo displays
and directly by entering the Hall itself.

Booths can be customised with vendor
logos and avatars; they can incorporate
chat, video, and links to research and white
papers.

7l VISIT OUR
§ RESOURCE

DOWNLOAD
FREE TRIAL

https://akjassociates.com/event/nordics

The virtual platform is extremely intuitive to
use and delegates find it very easy to find
their way around and start interacting.

Sponsors who have presented in Plenary or
in an Education Seminar can close their
presentations by directing the audience to
their booths. And there are additional
gamification elements, including sponsor-
supplied prizes, that can effectively drive

traffic to booths.
b

e-crime &
‘cybersecurity
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Networking Opportunities

The entire virtual event is structured around
networking opportunities. Attendees can
interact with each other:

* Viathe live chats attached to every
Plenary Session and Seminar

* Via private-chat with each other or with
the sponsors and other speakers

* Via the Exhibition Booth chat functions

* Viathe dedicated Networking Lounge

Click here 1o

Visit the
exhibit hall

AKJ Associates

Sponsors are able to join any chat sessions
attached to their own presentations (in
Plenary or Education Seminar); they can
interact privately or in group chat in the
networking lounge.

And using their own Virtual Booths they can
chat to potential clients, exchange contact
information, and deliver video and text-
based content to those attendees too.
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Oung e solutions to inform automated decision- K
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Join a chat here P
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M Yes that's a pain point for a lot of
organisations, hopefully one we can help
address
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Delivering the most senior cybersecurity solution buyers

Our USP? We put buyers and sellers together

We understand that every vendor needs to sell more. That is the
bottom line. This is even more necessary in the present situation.

You will have access to the most senior buying audience in the
cyber-security market.

AKJ Associates has been building relationships with senior information
risk and security professionals for 20 years and our cybersecurity
community is the largest of its kind globally.

We know the senior executives who drive strategy from the top, we
know the enterprise architects who often control the largest budgets
and we know the IT Security Leads and Engineers who so often dictate
the purchase process.

All of these job titles attend e-Crime & Cybersecurity Congress events.

Getting access to the right people at the right time always increases
the lead generation and always increases profitable sales activity.

https://akjassociates.com/event/nordics

AKJ Associates

N N X

Cyber-security

We have a 20-year track record of producing
the events cyber-security professionals take
seriously

Risk Management

We attract senior risk officers with
responsibility for information risk
assessment and mitigation

Fraud, Audit, Compliance

We provide the go-to events for fraud
prevention and compliance owners at the
world’s key corporates

Data Protection & privacy

We are a key venue for decision-makers
with budget and purchasing

authority



We deliver the most focused selling opportunity

e-crime &
cybersecurity
NORDICS):

Specific, actionable and relevant information for The perfect platform for solution providers to deliver tailored

time-constrained industry professionals advice to the right audience

Target growth Boost sales Meet commercial aims Showcase solutions
Each event represents a Sponsors can tailor We work with sponsors to Our events provide
targeted opportunity to messages to the needs of ensure they meet their sponsors with a unique
address the needs of a an audience that shares commercial aims. We offer platform to showcase

specific community whose similar concerns and a number of sponsorship solutions, as well as
need for your solutions challenges, looking for options, each providing provide advice on how
and services is growing. solutions now. specific benefits. best to solve delegates’

key challenges.

https://akjassociates.com/event/nordics A KJ ASSOCi ates



e-Crime & Cybersecurity Congress Virtual Series:

Delegate
Acquisition

The e-Crime & Cybersecurity
Congress has the largest community
of genuine cybersecurity
stakeholders to invite to our events.

Our reputation for hosting
exceptional events with informative
content, excellent networking
opportunities and the best vendor
partners means delegates know they
are attending a quality event, and are
willing to give up the time to attend.

Our delegates are invited by an in-
house delegate liaison team who call
senior security and privacy
professionals at public and private
sector companies with a personal
invitation to attend

We follow up all registrations with
further calls, emails on logistics
requirements and reminders to
ensure the best possible attendance.

https://akjassociates.com/event/nordics

Lead
Sourcing

The e-Crime & Cybersecurity
Congress prides itself on putting the
key cybersecurity buyers and sellers
together

To offer you the best prospects to
network with, we don’t invite
academics, job seekers, consultants,
non-sponsoring vendors or marketing
service providers to this closed-door
event. This attention to quality over
quantity will be the case for our
virtual offering.

Each of our vendor partners will
receive a delegate list at the end of
the event.

Through our chat lounge,
presentation Q&A chat box, and
Virtual Booth chat you will have
unrivalled opportunities to network
virtually with high-quality prospects
at the event.

Get Your
Message Across

Content is king, which is why the e-
Crime & Cybersecurity Congress
prides itself on delivering informative
and useful content, to attract senior
audiences of decision-makers.

Deliver an exclusive 20-min keynote
presentation in the virtual plenary
theatre, or host a 30-min targeted
workshop session: good content
drives leads to your virtual booth, and
showcases your company’s expertise

AKJ’s in-house content / research
team will moderate and complement
the agenda with best practice from
leading experts and senior security
professionals from the end-user
community

If you are not presenting, the virtual
booth offers the opportunity to share
white papers and other resources for
delegates to download

AKJ Associates

e-crime &
[cybersecurity|

Exclusivity
Delivered

AKJ Associates has never done trade
shows. We see most value in working
with a select number of the top
vendor partners, and offering those
companies the best access to leads.

Our virtual events keep the same
ethos, limiting vendor numbers. We
will not be a virtual hangar with
hundreds of vendors competing for
attention. We will keep our virtual
congresses exclusive and give you
the best networking opportunities.

All virtual booths offer the same
opportunities with the same capacity
and functionality regardless of the
vendor company.

This is an opportunity to continue
building pipeline and driving leads in
partnership with our outstanding 20-
year reputation and the e-Crime &
Cybersecurity Congress brand.



What our sponsors say about us FET
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KASPERSKY VERACODE

This is always a great event for AKJ has been a valuable partner for us The level of engagement yesterday [at
‘taking the temperature’ on for a few years now, enabling us to the Virtual Securing Financial Services
security issues, to get a feel for build relationships and engage with Congress] was outstanding and we
P b . the CISO community in a number of have already managed to book 2
people’s impressions on current
key territories across Europe. The meetings as a result, live on the day.

security challenges and to find out .
o ) events they hold are a great vehicle for
what organizations of all kinds are . )
discussing the latest challenges and

doing. opportunities in the security sector,

and our work with them has delivered

way beyond expectations.

v'Ninety five percent of our exhibitors and sponsors work with us on multiple occasions each year
v'Our sponsor renewal rate is unrivalled in the marketplace

v'This is because our sponsors generate real business at our events every year

https://akjassociates.com/event/nordics A KJ ASSOCi ates





