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Next generation data analytics
Optimize your incident response plan
Securing email and social media
Employee awareness and engagement
Containing the rising costs of security
Securing industrial control systems

Securing enterprise data

Cyber-security

We have a 15-year track record of producing
the events cyber-security professionals take
seriously

Risk Management

We attract senior risk officers with
responsibility for information risk
assessment and mitigation

Fraud, Audit, Compliance

We provide the go-to events for fraud
prevention and compliance owners at the
world's key corporates

Data Protection & privacy
We are a key venue for decision-makers
with budget and purchasing authority
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Registration and breakfast reception
Conference welcome
The state of the digital threat and the action of the Interior Ministry

Thierry Delville, Ministerial Delegate to the Security Industries and the fight against Cyber Threats, Interior Ministry

e Economic and societal issues
e The phenomena observed
e The main thrusts of the fight against cyber threats

Rapport sur I'état de 'hameconnage 2017 : Comprendre les comportements des utilisateurs finaux face a

I’'hameconnage

André Mouradian, Directeur Marketing — EMEA, Wombat Security

Malgré la mise en place d'un solide programme de formation et de sensibilisation a la sécurité, les cybercriminels
d'aujourd’hui parviennent méme a échapper a I'attention des utilisateurs finaux les plus avisés grace a des attaques
d’hameconnage par courriel planifiées avec soin et qui deviennent de plus en plus avancées.

e Informez-vous sur la surprenante réalité de la sensibilisation et des comportements des consommateurs en matiere
de cybersécurité

e Ecoutez des perspectives directes offertes par des professionnels de la sécurité informatique qui s'expriment sur les
vulnérabilités dans leur entreprise et expliquent comment ils se protégent

e Informez-vous sur les types de campagnes d’hamegonnage simulées que vous pourriez considérer pour votre entreprise

The Enterprise Immune System: Using machine learning to automate advanced cyber defence

Jérome Chapolard, Account Executive, Darktrace

e How machine learning and mathematics can automate advanced threat detection within networks
e \Why self-learning technology, known as the ‘immune system’ approach, detects threats early without using rules
or signatures
e How to gain 100% visibility across physical, virtual and cloud environments, including third-party cloud services and SaaS
e Real-world examples of unknown threats detected by ‘immune system’ technology

Securing messages within Orange Group

Arnaud Martin, Group Chief Information Security Officer, Orange

Securing written communications: A necessity

Internal pki: Global overview

International and subsidiary context: How to ensure secured exchanges
Nomadic context

EDUCATION SEMINAR | SESSION 1

Qualys Thales e-Security

Security as an enabler to digital transformation Proactive defence for the digital transformation

Michael Kassim, Technical Account Manager, SEMEA, René Jaouen, Regional Sales Director for Southern Europe,
Qualys Thales e-Security

Refreshments and networking break
The first steps of the SOC: Towards a Security Operational Centre

Franck Perillier, Head of Information Systems Security, Club Med

e Protection is important, but is it enough?
e Monitoring security becomes essential
e How to get there?

How best to secure access to your enterprise applications

Ludiwine Fouquer, LastPass Customer Success Manager, LastPass/LogMeln

e How businesses are being forced to adapt new security models as the work environment evolves in the digital era
e \What's important to consider when choosing how to secure your enterprise applications

e \Why over 11 million people globally trust LastPass

Collective security — Prairie Dogs vs Humans

Jim Hansen, COO, PhishMe

As the security industry has continued to under invest in the human element of security, phishing has become the top
attack vector for cybercriminals.

e Why the cybersecurity industry is broken
e How to reduce susceptibility to human-targeted attacks
e How to empower users to become human sensors to recognise and report suspected attacks
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(& {1l The ultimate end-point security challenge: Prevention, Detection, Response & Remediation in a single
unified platform

Frederic Benichou, Regional Director, South EMEA, SentinelOne

e \Why has the end-point emerged as the ultimate security challenge?

e How is it possible to stop or mitigate all types of attacks on the end-point, in real time?

e \Why is it important to perform all pre-execution, on-execution and post-execution functions, in a single platform?
And still get a 360° visibility on the threats that have happened

(AN EDUCATION SEMINAR | SESSION 2

Flowmon Networks TITUS

Good data (won't) leads to good decisions Be the good guy. Safeguard your information to protect
Charles Deprez, Business Development Manager, your customers and your reputation

Flowmon Networks Luc Grissonnanche, Senior Sales Engineer, TITUS

13:30 | Lunch and networking

%1/ How can we rethink information security during the digital transformation?

Arnaud Tanguy, Global Chief Information Security Officer, AXA Investment Managers

For the past few years, the Information Security Managers have been confronted with a major digital upheaval:
‘digitisation’ of business lines and ISD, ‘de-imperimetrisation’ of the information system, innovation and emergence of
‘cybertech’ of attacking cyber attackers.

e How can we retain the hard-won trust of the board, the trades and the information systems?
e How to accompany and promote the digital acceleration and agility required by ClOs and trades?
* How can we foster a culture of innovation serving the protection of information?

LILELVE The role of technology in incident response
Ted Julian, VP of Product Management & Co-Founder, IBM Resilient

e The evolution of the incident response market, and the role it plays in improving cyber resilience
e \What's the difference between security automation and orchestration and how both can be leveraged
e How organisations can develop their incident response strategies to reduce the impact of cyber attacks

(IR Cloud, mobility, digital transformation: What are the impacts on IT and security ?

Ivan Rogissart, Regional SE Manager, Southern Europe, Zscaler

¢ Cloud and mobility, key enabler of digital transformation, create new needs and uses in the enterprise

¢ Integrate and use new applications become simpler and faster, no matter where the users are: at headquarters, at a
branch office, or on the road

e \What are the impacts on IT and Security?

L3\ B EDUCATION SEMINAR | SESSION 3

Clearswift Qualys

How security tools can effectively address ransomware | Overwhelmed by vulnerabilities? Keep calm and
threats and GDPR data discovery prioritise with Qualys

Sarah Normant, VP of International Sales, Clearswift Francois Bezard, Technical Account Manager, Qualys

16:10 Refreshments and networking break

L[3=1'l Cybersecurity: The right awareness campaign for the right people

Xavier Boidart, Group Chief Information Security Officer, Crédit Agricole Assurances

In his presentation, Xavier Boidart will address the following points, based on concrete examples of communications,
awareness campaigns or cybersecurity training deployed at Crédit Agricole Assurances, or more generally within the
Crédit Agricole Group:

¢ Responsibility of the CISO for information security sensitisation

e \Who is raising awareness, and how?

e Should we be using the same methods for information systems users, and the IT specialists who manage them?
e Should we train our clients and partners, and if so, how?

e Can we go so far as to raise awareness among our future hires, or even ... our future clients?

16:50 How to find the right balance between cybersecurity risk and its increasing cost

Thuyen Pham, Chief Information Security Officer, Groupe Barriére
Cédric Thevenet, Deputy Group IT Infrastructure CISO & ORM, Société Générale
Pierre Herbelot, Regional Sales Manager, IBM Resilient

17:10 Closing remarks
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Clearswift

How security tools can
effectively address
ransomware threats and
GDPR data discovery

Sarah Normant, VP of
International Sales, Clearswift

Flowmon Networks

Good data (won't) leads to
good decisions

Charles Deprez, Business
Development Manager,
Flowmon Networks

Qualys

Security as an enabler to
digital transformation

Michael Kassim, Technical
Account Manager, SEMEA,
Qualys

Today's security platforms are relying on signature-based or sandbox technologies to detect
the ever changing ransomware threat. This approach is still fallible with ‘virtual aware’ threats
and "time-based’ threats going undetected. See how an award winning ‘game changing’
technology can protect organisations whilst allowing business communication.

Introducing Adaptive Redaction technology that meets business requirements from stopping
security threats as well as visible and invisible data leaking from the organisation’s network.
This new technology bridges the gap between business requirements and IT requirements
to secure the network.

GDPR is a real challenge for businesses today. There is no ‘silver bullet’ to address the total
GDPR regulation. Much has been discussed around the fines, but not much has been
discussed around what is actually needed to be done. This talk will cover the practical
approach to content aware data discovery to answering the key questions: What? Where?
How? And Who?

What attendees will learn:

e How Clearswift can integrate with existing solutions to add Adaptive Redaction

e How Adaptive Redaction addresses real business issues from security to visible and
invisible data leakage

e How the Clearswift's platform can implement a data discovery across multiple boundaries
both external and internal

But it will depend on your way of consuming data: in a hurry or peacefully? Reactive model
or trial by error is the pragmatic model of management mainly observed in organisations
because actions and costs implied are immediately opposable to a visible emergency
understandable by decision makers.

In this assumed firefighter mode what costs the most is time spent to understand what's
happening and its proper reaction.

When the very nature of threats tends to be covert (APT, social engineering), deceptive
(phishing, bots, DDoS) and brutal (cryptoware, Dos) panic and risk management only has to
be opposed by looking for equilibrium in all things starting with enlightened visibility.

What attendees will learn:

e See what flow shows and predict the future
e Replay essential live feeds as if you were there
e \Win faster and more often the hot potato game

By the end of 2017 90% of the CEOs of the European FT500 enterprises will have digital
transformation at the centre of their corporate strategy (IDC 2016 source).

Digital transformation is now a reality! With the pressures and priorities of business
departments sometimes in opposition with IT constraints, how can the CIO drive digital
transformation and become the major actor of digital transformation?

What attendees will learn:
e How security and compliance can become real assets regarding the business

e How do organisations gain visibility and insight into their environments?
e How have Qualys supported customers to take on the challenge of shadow IT?
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Qualys

Overwhelmed by
vulnerabilities? Keep calm
and prioritise with Qualys

Francois Bezard, Technical
Account Manager, Qualys

Thales e-Security

Proactive defence for the
digital transformation

René Jaouen, Regional Sales
Director for Southern Europe,
Thales e-Security

TITUS

Be the good guy. Safeguard
your information to protect
your customers and your
reputation

Luc Grissonnanche,
Senior Sales Engineer, TITUS

Finding vulnerabilities, compliance exceptions or web application risks in any organisation is
easy; making them go away is a much more difficult task. While the theoretical ‘Fix-It" button
may be stuck in the up position, we will share real experiences of how to lubricate the
workflow of risk mitigation with the people, process and technology conundrum.

What attendees will learn:

e Gain full visibility and control of all IT assets to effectively ensure security and compliance
e Automatically prioritise the vulnerabilities that pose the greatest risk to your organisation
e Measure your progress and remediation efforts with real-time trend analysis

As organisations set out on their path to digital transformation, there can be no denying that
more and more services will be brought online and moved into the cloud — from tax returns
to healthcare records — making a faster, more agile and open service for consumers and
enterprises.

However, such transformation is happening within an increasingly precarious environment —
one in which data breaches are at an all-time high and incidents of identity theft have risen
by 57% in a single year. Data is the prize for these hackers and, as more services are moved
into the cloud, the concern for many citizens will be around their valuable, personal data
falling into the hands of those with malicious intent. With the rise of cloud and the Internet
of Things, it's evident the threat of attack has moved from the perimeter to within an
organisation’s walls, and consequently measures need to be put in place to take control of
data — regardless of where it resides.

Join René Jaouen, Regional Sales Director for Southern Europe at Thales e-Security, for an
interactive and informative discussion.

What attendees will learn:

e \What are key considerations when engaging on a digital transformation strategy?

e \Why organisations should take a proactive data defence strategy when it comes to digital
transformation

e The benefits of maximising the level of control over data irrespective of where it is
created, stored or shared

As “digital transformation’ is increasing the velocity of information sharing, organisations
require a coresponding shift in employee attitude towards data security.

Insiders pose as large a threat to data security as external hackers. Responsibility for data
security must shift from the IT department to every worker. To create a culture of security
and safeguard data, organisations must begin by clearing identifying the value of data.

What attendees will learn:

e How to accurately identify the sensitivity and value of corporate information
e Prevent inadvertent data leaks and detect insider threats

e (Create policies and metrics that matter

e Establish a culture of security and privacy throughout your organisation

This education seminar will be run in French.



